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Agenda

Our meeting today

1. The methodology: something similar for hackers and 
penetration testers

2. Reviewing the key steps in exploitation:
a) Information discovery

b) Target scanning

c) Vulnerability assessment

d) Exploiting weaknesses

e) Privilege escalation and lateral movements

f) Retaining access

g) Covering tracks

3. Non-technical methods: social engineering

4. Secure SDLC

5. Q&A
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Disclamer

 This course is for educational purposes only. It is intended to provide an insight 

into hacking for defensive purposes.

 This course is not an endorsement to undertake illegal or malicious activity in 

any form, unless such activity is properly authorised and you have obtained 

permission to do so.

 Spirent SecurityLabs takes no responsibility for any damage sustained to 

computer data, software or hardware through the use or misuse of tools 

referenced by this course.

 At the time of writing, Spirent SecurityLabs believes all information to be correct.

 Training material is (c) Spirent SecurityLabs and is for your own personal use 

only. The copying, recording, transcribing or photographing of any course 

materials, computer programs, computer code or digital information produced or 

supplied as part of any course is prohibited.



Stepping Into the Hacker's 
Shoes - Part Two



6

Hackers' methodology and tools
Penetration testers and malicious hackers do similar things

1. Information discovery (analysis and research of the target)

2. Scanning (attempt to identify potential entry points)

3. Vulnerability assessment (looking for weaknesses)

4. Exploitation of the weakness (make use of the identified 

vulnerabilities)

5. Privilege escalation (increasing privileges for total access)

6. Lateral movements (aka “pivoting attacks”: hacking the adjacent 

systems, servers, workstations, etc.)

7. Retaining access (set up a backdoor to be able to return later)

8. Covering tracks (removing evidence of malicious activities)
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The methodology: something similar for hackers 
and penetration testers

 Information discovery

 Scanning 

 Vulnerability assessment

 Exploitation of the weakness 

 Privilege escalation

 Lateral movements (optional)

 Information discovery

 Scanning 

 Vulnerability assessment

 Exploitation of the weakness 

 Privilege escalation

 Lateral movements
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The methodology: something similar for hackers 
and penetration testers

 Information discovery

 Scanning 

 Vulnerability assessment

 Exploitation of the weakness 

 Privilege escalation

 Lateral movements (optional)

 Reporting the identified 

vulnerabilities

 Information discovery

 Scanning 

 Vulnerability assessment

 Exploitation of the weakness 

 Privilege escalation

 Lateral movements

 Retaining access

 Covering tracks
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Information discovery
Analysis and research of the target. OSINT.

What:
 Staff (names, positions, emails, phone nrs, etc.)

 Organisational structure (physical locations, 

partners, suppliers, customers, etc.)

 Business news (info about projects, acquisitions, 

mergers, etc.)

 Infrastructure details (ISP, domains, IP addresses, 

subnets, topology, equipment in use)

Where:
 Using (and abusing) public search engines

 Corporate website, job ADs, metadata

 Public forums (business or help forums)

 Public records (company register, credit 

ratings)

Shodan search engine

Maltego

How:
 Google is your best friend ;-)

 Specialised OSINT tools

 Dumpster diving

 Eavesdropping conversations (pub, caffe)

 “Shoulder-surfing”

LinkedIn
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Target scanning
An attempt to identify potential entry points

 Internet-facing hosts have various ports open

 Servers can run multiple services. Each service 

has its own port (like a radio channel).

 Software version on the server can often be 

discovered by “banner grabbing” technique

 Hosts, ports and services can be discovered by 

using special tools: scanners

 A well-known tool: NMAP (Swiss army knife in the 

world of scanners), but also Zenmap, Angry IP 

Scanner, Masscan, Advanced IP Scanner, 

NetCrunch tools, Cain & Abel, etc.

NMAP

Banner discovery

Angry IP Scanner
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Vulnerability assessment
Looking for weaknesses

Vulnerability: weakness that affects the security posture 

of the IT asset (web application, mobile app, server, IoT 

device, industrial microcontroller, cloud service, etc.)

 Client-side vulnerabilities (“thin” and “thick” client 

applications)

 Server-side vulnerabilities

Vulnerability detection/scanning on the server side by 

specialised tools (vulnerability scanners): like Nessus, 

Acunetix, Burp, Nexpose, Open VAS, Core Impact, etc.

 A01:2021 Broken Access Control 

 A02:2021 Cryptographic Failures

 A03:2021 Injection

 A04:2021 Insecure Design

 A05:2021 Security Misconfiguration

 A06:2021 Vulnerable and Outdated Components

 A07:2021 Identification and Authentication Failures

 A08:2021 Software and Data Integrity Failures 

 A09:2021 Security Logging and Monitoring Failures

 A10:2021 Server-Side Request Forgery

Typical vulnerabilities:

 Loss of CIA (confidentiality, integrity and availability)

 Denial of service (DoS and DDoS)

 Privilege escalation

 SQL injection

 Cross-site scripting

 Local File inclusion (LFI)

 …
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Exploitation of the weakness
Make use of the identified vulnerabilities for fun and profit

 Exploit: use the specific security weakness

 Payload: doing something useful, e.g., running 

remote shell

 Massive collection of exploits and payloads in 

Metasploit

(Btw: there is no guarantee that the exploit will always 

work – all systems are different!)

 Zero-day: vulnerability found and can be exploited, 

but there is no patch available. The attacker has a 

short “window of opportunity”.

 Kali Linux: free Linux distro with hundreds of 

exploitation tools

 Internet is full of free exploits and examples of 

malicious code

Metasploit

Kali Linux
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Privilege escalation
Increasing privileges for total access

 Leveraging privileges in the system that was 

exploited

 Privilege escalation is not always required and is 

dependent on the attacker’s objectives

 Privilege escalation sometimes require password 

cracking

Password cracking:

 Stealing passwords by keyloggers

 Bruteforcing passwords

 Cracking password hashes: online and offline

 Use pre-compiled databases of hashes (“Rainbow tables”)

 Use password cracking GPU-based rig. Tools of the trade: 

Hashcat, John the Ripper.

 Password hashes in the wild (6.5M LinkedIn, Yahoo, etc.) GPU password cracking rig

Hardware keylogger
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Lateral movements
“Pivoting attacks”: hacking the adjacent systems, servers, workstations, etc.

 Using a compromised machine for new 

attacks against the adjacent infrastructure 

(e.g., in the same subnet)

 Pivoting can be done in multiple steps

 Attacker can pivot to another subnets 

(if possible)

 Pivoting might require escalated privileges

 Pivoting might require exploiting multiple 

vulnerabilities in on your way

1. Victim employee

2. Malicious 

attachment to 

email

3. Compromised 

workstation

4. Compromised 

internal server

5. Final trophy: 

Compromised cloud server
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Retaining access
Set up a backdoor to be able to return later

Backdoor: a hidden stealthy entry point to the exploited 

system, aimed to retain access.  Typically achieved by using 

special software or changing the system configuration.

 RAT: Remote Administration Tool

 RAT installation: manual, by 

malware, trojan horses, etc.

 Trojan horse: a malware that was packaged to look 

benign

 Trojan horse installation: 
 Downloaded as “warez” (free Windows software in P2P 

networks). Ergo: Do NOT download warez!

 Malicious email attachments

 Malicious documents (MS Office, PDF, etc.)

 Using social engineering techniques
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Covering tracks
Removing evidence of malicious activities

 It is in the best interest of the attacker staying 

unnoticed as long as possible

 There could be weeks or months between getting 

remote access and exploiting the system

 Modification of the system logs, removing files

 Connecting to the victim through intermediate 

points (another vulnerable machines, Onion Router 

TOR network, etc.)

 Installing rootkits

Rootkit: a collection of many post-

exploitation tools in one binary

 Well-written rootkit costs $$$ (literally: fortune)

 Main objective: staying totally stealth

 Typically include backdoor, advanced 

mechanisms preventing detection by AV, 

remote access functionality and much more.

https://torflow.uncharted.software

https://torflow.uncharted.software//2016-1-13?ML=-25.048828125,35.67514743608467,3
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Non-technical methods: social engineering
Hacking humans

Gaining and misusing human trust by using psychological 

manipulative techniques (often in multiple small steps).

 Impersonation

 Staged fake friendliness

 Social engineering combined with technical hacking

 Remote (email, phone)

 Local (shared office space, company’s smoking zone, 

reception) 

Read about Kevin Mitnick – it’s fun! (and very educational)

From the 1970s up until his last arrest in 1995 Kevin Mitnick 

eluded and bypassed corporate security, penetrating some 

of the most well-guarded systems, including (amongst 

countless others) Sun Microsystems, Motorola, Netcom, 

and Nokia. He has even had to go on record and deny 

hacking into the Department of Defense’s North 

American Aerospace Defense Command (NORAD) and 

wiretapping the Federal Bureau of Investigation.

Types of social engineering: 

 Phishing (luring to disclose sensitive info)

 Pretexting (fabricating a fake scenario)

 Baiting (promise of an item or good)

 Quid Pro Quo (give something in exchange)

 Tailgating (following to restricted area)
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Secure SDLC

A secure SDLC involves integrating 

security testing and other security-

related activities into an existing 

development process. 

Examples:

 Creating general security policies for the 

product

 Developing security requirements 

alongside functional requirements

 Performing an architecture risk analysis 

during the design phase

 Following secure coding standards and 

best practices
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Secure SDLC

Each phase in the SDLC requires its own set of security tools that need to 

be mapped with the teams’ IDEs, code repositories, build servers, and 

bug identifying tools to gauge any scope of risk and to address them.

Identify and/or define relevant 

security policies and pick those 

applicable to the software.Conduct architectural 

risk analysis that 

identifies security flaws 

in the very early stage.

Develop guidelines to address risks 

evaluated during previous phases. A 

comprehensive Product Security Risk 

Assessment ("Static Assessment").

Developers follow the robust secure 

coding practices. Security guidelines 

are set and awareness campaigns 

are conducted regularly.

Continuous attempts to 

identify new, recently 

discovered and published, 

vulnerabilities.

Monitoring of the product is carried out 

both in its production and post-

production environment. Under 

production, the developed software is 

tested/re-tested  again.
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Takeaways

 Security is a continuous process, where an 

organization is learning and improving their 

processes and the security posture all the time.

 A system can be called “secure” only in a specific 

moment in time. It cannot be “always secure”, 

therefore regular testing is imperative.

 Security is a system property, not 

a feature.

 Security is a continual process, not 

a product.

 The cybersecurity landscape is changing rapidly. 

Learning something new about cybersecurity 

every day is very important for cyber-safety of 

you, your family and your business.

People

Humans remain one of the weakest links in 

security chain. Ensure you have a strong security 

awareness training program.

Processes

It is important to ensure that best practice 

processes and associated management 

frameworks are in place. Regular audits and 

reviews are important.

Technology

The continuously increasing sophistication and 

rate of attacks means that constant upkeep and 

tracking of technology changes is essential.



Questions



Thank you!

https://www.spirent.com/Products/SecurityLabs 

securityLabs@spirent.com

Aleksander Gorkowienko

e: aleksander.gorkowienko@spirent.com

m: +44 (0) 7974431025




